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1
Decision/action requested

SA3 is kindly requested to approve the proposed pCR changes to TS33.501
2
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Rationale

As per the proposed conclusion in clause 5.4.5.3 in Contribution [2], solution 4.24 utilizes DH key exchange to achieve one hop forward security during Xn handover. 

When the source and target gNBs participating in Xn handover do not connect to the same PDCP anchor point, Diffie-Hellman key exchange is used between the UE and the target gNB to achieve one hop forward security. This modifies the existing LTE X2 handover procedure to allow DH key exchange between the UE and the target gNB and thus generate new AS session keys with forward security proof.

This contribution propose the details of the utilization of DH key exchange (as in section 4) between the UE and the target gNB during Xn handover. 
DH exchange may introduce some minor delay to Xn handover procedure in comparison with LTE X2 handover procedure. However, the following points try to elevate such worries:

1. Xn handover procedure with PDCP anchor point change is expected to happen much less frequently than X2 handover in LTE. The time delay influence of the UE and network will be very limited.
2. Having the DH Key pair pre-generated or pre-configured at the Target gNB and UE can reduce this latency.

3. With these efforts, the only delay introduced by DH exchange is due to deriving KDH and session keys.
4
Detailed proposal

*************** Start of Change 1 ****************
8.3
Security handling in mobility
8.3.1
Key handling in handover 

8.3.1.x Xn handover

When the source and target gNBs involved in the Xn handover do not belong to the same PDCP anchor point, Diffie-Hellman key exchange between UE and target eNB is utilized in Xn handover process as it is captured in the call flow below. The keys, e.g., Krrcint, Krrcenc and Kupenc are derived based on the new gNBKDH Key by both sides. In this way, one hop forward and backward security could be achieved during Xn handover when PDCP anchor point changes. The handover flow is as follows.
Editor’s Note:
The gNBKDH is a temporary name for gNB key that is derived based on DH exchange.
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Figure 8.3.1.1-1: Xn handover flow with Diffie-Hellman key negotiation 

0.
During the AS Security Mode Command steps in the attach procedure, UE sends DH capability groups to the source gNB. gNB maintains the UE DH capability groups in the UE security context.

1.
In the Handover Request message, UE DH capability groups is included and sent from the source gNB to the target gNB.

2.
The target gNB compare the local DH capability groups and the one of UE and select one DH capability. The target gNB generate Apriv and Apub based on the selected DH capability. 

3.
In the Handover Request ACK message, the selected DH capability and Apub are included.

4.
In the RRCConnReconfig message, the selected DH capability and Apub are forwarded to UE by the source gNB.

5.
UE derives KgNB*.

6.
SN status Transfer.

7.
UE/Target gNB derive Krrcint and Krrcenc based on KgNB*.

8.
UE generate DH Bpriv and Bpub.
9.
The Bpub is transferred from UE to target gNB in the RRCConnReconfigComplete message while integrity protected by the Krrcint. The target gNB authenticate the UE via integrity verification.

10.
UE derive KDH based on Bpriv and Apub. The target gNB derive the same KDH based on Apriv and Bpub.

11.
UE/Target gNB derive Krrcint, Krrcenc, and Kupenc based on KDH.
NOTE: 
DH exchange may introduce some minor delay to Xn handover procedure in comparison with LTE X2 handover procedure. However, Xn handover procedure with PDCP anchor point change is expected to happen much less frequently than X2 handover in LTE. In addition, pre-configuring or pre-generating DH key pair at Target gNB and UE can reduce this latency considerably.
*************** End of Change 1 ****************
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